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COURSE OBJECTIVE

Upon completion of this course you should be able to:

1. Know the basics of ASUSTOR NAS MIB files
2. Use PRTG to monitor ASUSTOR NAS status

PREREQUISITES

Course Prerequisites:
None

Students are expected to have a working knowledge of:

SNMP, NMS
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1. Introduction

ASUSTOR Data Master (ADM) supports SNMP (Simple Network Management Protocol) since 2.4.0.
Network administrators can use any SNMP-based NMS (Network Management System) to monitor
the status of ASUSTOR NAS. With SNMP trap capability provided, ASUSTOR NAS can send notification
to NMS actively when the pre-defined levels of events occur.

A SNMP MIB (Management Information Base) is a hierarchy of information used to define managed
objects in a network device. This document introduces the supported MIB files on ASUSTOR ADM,
while also describing how OIDs (Object Identifiers) in ASUSTOR MIBs are used. Users are encouraged
to have experience and knowledge of NMS and SNMP prior to consulting this document.

2. Requirements

® ASUSTOR NAS with ADM 2.4.0 or later
® A SNMP-based NMS

3. Supported MIB files

There are two types of MIB files supported on ASUSTOR ADM: standard and ASUSTOR-specific. The
table below shows all the MIBs supported by ASUSTOR ADM.

Standard MIB Explanation

DISMAN-EVENT-MIB For defining event triggers and actions for network
management purposes

DISMAN-SCHEDULE-MIB For scheduling SNMP set operations periodically or at specific
points in time

HOST-RESOURCES-MIB For use in managing host systems

IF-MIB For describing network interface sub-layers

IP-FORWARD-MIB For the management of CIDR multipath IP Routes

IP-MIB For IP and ICMP management objects

IPV6-ICMP-MIB For entities implementing the ICMPv6

IPV6-MIB For entities implementing the IPv6 protocol

IPV6-TCP-MIB For entities implementing TCP over IPv6

IPV6-UDP-MIB For entities implementing UDP over IPv6

NET-SNMP-AGENT-MIB For monitoring structures for the Net-SNMP agent

NET-SNMP-EXTEND-MIB For scripted extensions for the Net-SNMP agent

NET-SNMP-VACM-MIB Defines Net-SNMP extensions to the standard VACM view
table

NOTIFICATION-LOG-MIB For logging SNMP Notifications

SNMP-COMMUNITY-MIB To help support coexistence between SNMPv1, SNMPv2c,
and SNMPv3

SNMP-FRAMEWORK-MIB The SNMP Management Architecture MIB

SNMP-MPD-MIB For Message Processing and Dispatching
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SNMP-USER-BASED-SM-MIB

For the SNMP User-based Security Model

SNMP-VIEW-BASED-ACM-MIB

For the View-based Access Control Model for SNMP

SNMPv2-MIB

For SNMP entities

TCP-MIB

For managing TCP implementations

UCD-DISKIO-MIB

For disk 10 statistics

UCD-DLMOD-MIB

For dynamic loadable MIB modules

UCD-SNMP-MIB

For private UCD SNMP MIB extensions

UDP-MIB

For managing UDP implementations

ASUSTOR-specific MIB

Explanation

ASUSTOR-SYSTEM-MIB

For ASUSTOR system information

ASUSTOR-DISK-MIB

For ASUSTOR disk information

ASUSTOR-UPS-MIB

For ASUSTOR UPS information

Depending on the vendor, many standard MIBs are delivered with the NMS software. You can also
download the standard MIBs from the IETF website, www.ietf.org, and compile them into your NMS,
if necessary. The OIDs of standard SNMP MIB files will not be explained in this document.

4. ASUSTOR MIB files

ASUSTOR MIB files can provide specific data about a ASUSTOR NAS’s system, disks, and connected
UPS. To obtain the ASUSTOR MIB files, please go to ADM > Services > SNMP and click on the

hyperlink to download.

' ‘»- Services

R Windows SNMP

X MacOS ¥ SNMP

Enable SNMP to monitor the server with network management system.

=4 NFS

=a s M Enable SNMP service
= erver

SNMP trap level: [ critical [ Error [ warning [ information

=4 WebDav

@+ web Server [ SNMP V1 / SNMP V2 service

Community: public

T\, MySQL Server
: M snMP w3 service

Terminal

o Username:

-
== Rsync Server L

-
=S TFTP Server Confirm password:

/ \'MB file to your network mangement system, please first download

| Aply

oooooooo

i

ADM provides 3 ASUSTOR MIB files. Please check table below for details:

oID Group File Name
.1.3.6.1.4.1.44738.1 asustor system ASUSTOR-SYSTEM-MIB
.1.3.6.1.4.1.44738.2 asustor hardware
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.1.3.6.1.4.1.44738.3 net

.1.3.6.1.4.1.44738.4 disk ASUSTOR-DISK-MIB
.1.3.6.1.4.1.44738.5 volume

.1.3.6.1.4.1.44738.6 asustor ups ASUSTOR-UPS-MIB

These MIB files are the child-nodes of OID 1.3.6.1.4.44738. Please note that the MIB files are
mutually dependent. You have to import all of them together to your NMS first, and then you can
monitor any of the items on NMS.

4.1 ASUSTOR SYSTEM MIB

The ASUSTOR System MIB displays all system statuses, including CPU, fan, and network status. Users
can monitor this MIB for system operation. The tables below show information provided in the
System MIB.

The child-nodes of asustor system group (.1.3.6.1.4.1.44738.1)

OID Name Type Status Type | Explanation

.1.0 sysSerialNumber String - The serial number of this NAS

2.0 sysADMVersion String - The ADM version of this NAS

3.0 sysBiosVersion String - The BIOS version of this NAS

4.0 sysUptime String - The uptime of this NAS

.5.0 sysTime String - The current time of this NAS

.6.0 sysTimeZone String - The time zone of this NAS

7.0 sysAsustorID String Available Checks whether there is a newer

Unavailable | ADM for upgrade
The child-nodes of asustor hardware group (.1.3.6.1.4.1.44738.2)
OID Name Type Status Explanation
Type

.1.0 hwModelName String - The model name of this NAS

2.0 hwSysTemperature Integer - The system temperature in Celsius
degree

3.0 hwCPUTemperature Integer - The CPU temperature in Celsius
degree

4.0 hwTotalMem Integer - The system total memory capacity in
megabyte(MB)

.5.0 hwFreeMem Integer - The system free memory capacity in
megabyte(MB)

.6.0 hwProcessor String - The model name of the CPU

.7.1.1.1 | cpulndex Integer - Used internally for SNMP table and
non-accessible

.7.1.1.2 | cpuUsage Integer - The percentage of CPU usage

.8.1.1.1 | fanIindex Integer - Used internally for SNMP table and
non-accessible

.8.1.1.2 | fanSpeed Integer - The fan speed in RPM

The child-nodes of net group (.1.3.6.1.4.1.44738.3)
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OID Name Type Status Explanation
Type

1.1 netindex Integer - Used internally for SNMP table and
non-accessible

1.1.2 netinterface Integer - The network interface

1.1.3 netMacAddress String - The MAC address of the network
interface

1.1.4 netIPv4Address String - The IPv4 address of the network
interface

1.1.5 netlPv6Address String - The IPv6 address of the network
interface

1.1.6 netPacketSent Integer - The outgoing packets in kilobyte(KB)

1.1.7 netPacketReceived Integer - The incoming packets in kilobyte(KB)

4.2 ASUSTOR DISK MIB

The ASUSTOR Disk MIB contains two tables for disk and volume respectively. As such, the tables can
increase or decrease in size when disks or volumes are added or removed. For example, if a disk is
inserted, an additional row containing relevant information will emerge. The OIDs Diskindex and
Volumelndex are reserved for indexes of table rows and cannot be accessed. The tables below
describe information provided in the Disk MIB.

The child-nodes of disk group (.1.3.6.1.4.1.44738.4)
OID Name Type Status Type | Explanation
d1.1.1 diskindex Integer - Used internally for SNMP table
and non-accessible
1.1.2 diskID String - The ID of the disk bay
1.1.3 diskModel String - The disk model name
1.14 diskType String SATA The disk type
SSD
1.15 diskStatus String Healthy The S.M.A.R.T status of the disk
Normal
Risky
Dangerous
Bad
1.1.6 diskTemperature Integer - The disk temperature in Celsius
degree
1.1.7 diskSize Integer - The disk size in gigabyte (GB)
1.1.8 diskSmartinfo String - The S.M.A.R.T info of the disk
The child-nodes of volume group (.1.3.6.1.4.1.44738.5)
OID Name Type Status Type Explanation
.1.1.1 | volumelndex Integer - Used internally for SNMP table and
non-accessible
1.1.2 volumeName String - The volume name
.1.1.3 | volumelevel String Single The volume level
JBOD
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Raid0
Raidl
Raid10
Raid5
Raid6
.1.1.4 | volumeStatus String Healthy The volume status
Clean

Active

Resyncing
Recovering
Reshaping
Appending
Migrating
fsExpanding
fsIniting Degraded

Failed
Inactive
1.1.5 volumeFileSystem | String - The volume file system type
1.1.6 volumeTotalSize Integer - The volume total size in gigabyte
(GB)
1.1.7 volumeFreeSize Integer - The volume free size in gigabyte
(GB)

4.3 ASUSTOR UPS MIB

ASUSTOR UPS MIB provides the ability to monitor the status of a UPS device connected to the
ASUSTOR NAS. Please note that available OIDs of the UPS MIB depend on what information is
provided by the UPS device. If a UPS device does not provide data for a certain OID, that OID will not
appear in the NMS software. The table below describes partial information provided in the UPS MIB.
If you are interested in all OIDs, please refer to the MIB file ASUSTOR-UPS-MIB.txt.

The partial child-nodes of asustor ups group (.1.3.6.1.4.1.44738.6)

OID Name Type Status Type Explanation

1.0 upsManufacturer String - The UPS manufacturer
2.0 upsModel String - The UPS model name
4.0 upsVendorID String - The UPS vendor ID
.6.0 upsStatus String OL: On line The UPS status

OB: On battery
LB: Low battery

7.0 upsBatteryChargePercenta | Integer | - The battery charged percentage
ge
.8.0 upsBatteryChargeLowPerce | Integer | - Remaining battery level in
ntage percentage when UPS switches
to LB
.13.0 | upsinputSensitivity String - The UPS input power sensitivity
16.0 | upsinputVoltage Integer | - The UPS input voltage
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5. Monitor specific OIDs

In any NMS, particular MIB files are needed in order to capture data through SNMP. Users need to
import all MIB files to ensure that the NMS can resolve specific OIDs. Once imported, data can be
captured by setting up the NMS. Although means of operating different kinds of NMS vary, the
process of OID monitoring is similar. The overall procedure is as follows.

1. Import MIB file into NMS.
2. Setup the NMS to monitor specific OIDs.

The following guide demonstrates the use of PRTG (a type of NMS) including how to import MIB files
and setup monitoring for the OIDs provided. For further help regarding PRTG, please consult PRTG
documentation, as the following is only intended to be a brief description of OID monitoring.

5.1 Import MIB file

As PRTG cannot import MIB files directly, Paessler MIB Importer is required to convert MIB files into
the PRTG format:

1. Download and Install Paessler MIB Importer. Download from
http://www.paessler.com/tools/mibimporter, and install on your computer.

2. Go to File > Import MIB File
)

(File) Edit Help

New...

Identification

Open... Agent:
Save Complete OIDLib Group:
Save Complete OIDLib As.. Nama:

Save for PRTG Network Monitor
Source

Enable Partial Selection )
Kind: Single
wve Partial Selection As..
QID:

 importMBFle. ) | e e
“Show Import Log...

V| unsigned 64bit

Exit Yalue

Unit: Bytes
Indicator:

Scale: 1 Divide

Description

3. Choose all the ASUSTOR MIB file together and click Open File
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The three MIB files: ASUSTOR-SYSTEM-MIB.txt, ASUSTOR-DISK-MIB.txt and ASUSTOR-UPS-MIB.txt,
must be import together as they are mutually dependent and Paessler MIB Importer cannot load
them individually. If the import is successful, a window should appear as shown below.

Import successfull

Report for D:hasustor_mib%SUSTOR-DISK-MIB. txt:
Sucessfully included files: 2 of 2

Sucessfully imported 01Ds: 15 of 15

0IDs that were useful for PRTG: 15

Report for D:Yasustor_mib%aSUSTOR-SYSTEM-MIB. tat:
Sucessfully included files: 3 of 3

Sucessfully imported O1Ds: 25 of 25

0IDs that were useful for PRTG: 25

Report for D:\asustor_mib%\aSUSTOR-UPS-MIB. tat:
Sucessfully included files: 3 of 3

Sucessfully imported 01Ds: 21 of 21

OIDs that were useful for PRTG: 21

Detailed information is shown as below.

Identification

disk: #[1.3.6.1.4.1,44738.4.1.1.1] Agent:
i b volume: #[1.3.6.1.4.1,44738.5.1.1.1]
4 ASUSTOR-SYSTEM-MIB
o b asustor hardware Name:
I» asustor system
cpu: #[1.3.6.1,4.1,44738.2.7.1.1.1] S
> fan: #[1.3.6.1.4.1.44738.2.8.1.1.1]
i bonet: #[1.3.6.1.4.1,44738.3.1.1.1] Kind: Single
4 ASUSTOR-UPS-MIB
4 asustor ups
--ups battery charge low percentage Type: Gauge
--ups battery charge percentage
--ups battery charge warning percentage
--ups battery runtime low second value
--ups battery runtime second
--ups battery type
--ups beeper status Indicator:
--ups driver name
--ups driver pollinterval
--ups driver port
--ups driver version
-~-ups input sensitivity Description
--ups input transfer high volt
--ups input transfer low volt
--ups input voltage
--ups input voltage nominal
~ups manufacturer
--ups model
--ups product id
~ups status

Group:

OID:

¥ unsigned B4bit

Unit: Bytes

Scale: Divide

Cancel

4. Go to File > Save Complete OIDLib as... to export the MIB files to the PRTG supported format
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(File) Edit Help

Nen, Identification
Open... Agent:
Save Complete OIDLib Group:

Save for PRTG Network Monitor

Source
Enable Partial Selection

i ’ Kind: Single
Save Partial Selection As...

OID:
Import MIE File...

Show Import Log...

Type: Gauge

¥ unsigned

it Yalue

Unit: Bytes

--ups battery runtime second
--ups battery type

--ups beeper status Indicator:
--ups driver name

--ups driver pollinterval
--ups driver port

--ups driver version

--ups input sensitivity

--ups input transfer high volt
--ups input transfer low volt
--ups input voltage

--ups input voltage nominal
--ups manufacturer

--ups model

--ups product id

--ups status

Scale: Divide

Description Lookup

Canicel

A PRTG-supported library containing the MIB information will then be generated.

5.2 Setup the NMS

When PRTG is installed, it will create a folder “PRTG Network Monitor” for storing all the required
files. The PRTG-supported library containing the MIB files in question should be placed into the
subfolder “snmplibs” in folder “PRTG Network Monitor”. Once this has been done, specific OIDs can
be set up for monitoring in PRTG. This guide assumes that ASUSTOR NAS have already been added to
the devices list and focuses only on how to add OIDs for monitoring.

1. Open the PRTG Network Monitor

2. Go to Sensors > Add Sensor
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<y Home Devices Libraries Alarms Maps Reports Logs  Tickets  Setup

# ‘ Guru
&

Welcome to the Configura: Faverite Sensers Jetwork Monitor

Top 10 Lists >
oy '

By Current Status , ake Your Start as Easy as Possible.
® Enable SSL Encryption By Uptime/Downtime > network and will ask you a few simple questions,

. . By Group > PRTG wiill create an essential monitoring setup for your network,
® Configure Administrator Account B e configuration and add your own additional sensors, etc.
Y lype ’

now to get started,
@ Enter Windows/MMI Credentials | By T2g >

Cross Reference >I
® Enter SNMP Credentials Compare Sensors >

View Historic Data ep of the guru or the complete guru and return later,
® Enter VMwareXenServer
Credentials Similar Sensors Overview

® Enter Linux/Solaris/Mac 0S
Credentials

® Monitor Your Internet Connection

3. Click Add sensor to an existing device, choose an ASUSTOR NAS from the list, click Continue

% Home Devices Libraries Sensors  Alarms  Maps  Reports Logs Tickets Setup
# | Add Sensor

Add Sensor

PLEASE CHOOSE A DEVICE TO ADD THE NEW SENSOR TO

o ;
(*Add sensor to an existing device)

PLEASE SELEET A GROUP FROM THE LIST

Please select ajdevice from the list ITip: You can create new sensors much faster by right

clicking a devike and choosing "Add Sensor” from the context menu!

Search... 8 Search

+ ZRoot

4 3 Local probe
| = Probe Device

p RC.

Cancel

4. Select Custom Sensors > SNMP Library
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o Home Devices Libraries Sensors Alarms  Maps Reports Logs Tickets Setup
| Devices | Local probe = | 15t group ~ | AS-608T-0067 (AS-608) [Windows] | Add Sensor (Step 10f 2)

New Log Entries 41 [l
Add Sensor to Device AS-608T-0067 (AS-608) Mindows] [172.16.1.180] (Step 1 of 2)

SEARCH
» 13 Matching Sensor Types
MONITOR WHAT? TARGET SYSTEM TYPE? TECHNOLOGY USED?
© Availability/Uptime ° Windows > Ping
Bandwidth/Traffic Linux/MacOS SNMP
Speed/Ps e ization OS WM
' CPU Usage © File Server » Performance Counters
© Disk Usage © Email Server o HTTP
Memory Usage Database SSH
Hardware Parameters Packet Sniffing
 Network Infrastructure © NetFlow, sFlow, jFlow

» Powershell
Push Message Receiver

MATCHING SENSOR TYPES

EXE/Script 7 EXE/Script Advanced % 1X (Custom) ?  NetFlow V5 (Custom) ?  NetFlow V9 (Custorm) ?  Sensor Factory ?
Runs EXE/DLL or a script (batch Runs EXE/DLL or a script (batch MoNgars a switch using IPFIX Monitors a switch using NetFlow  Monitors a switch using NetFlow  Create your own sensor with

file, VBScript, Powershell) which file, \/'BStnPt, Powershell) which (custOngizable) Version 5 (customizable) Version 9 (customizable) channels based on data from
FREERENE BddThis® G A d Thish| (e AddThis» .y AddThis® .4 Add Thish R Add This »
SNMP Custom 7 SNMP Custom String ¥ SNMP Library ?

Monitors a numerical value Monitors a string returned by a Monitors a device using SNMP

returned by a specific OlD using  specific OID using SNMP and compiled MIB files ("SNMP

ST Add This» Add This »\_} * PR Add This

5. Select the previously exported ASUSTOR library file and click OK

Please select a library file

Apc ups.oidlib
Ancsensorstationlib.oidlib

Basic linux ibrary (ucd-snmp™
Cisco-interfaces.oidlib
Cisco-queue.oidlib
Dell storage management.oidlib
Dell systerns management instrumentation.oidN
Hp laserjet status.oidlib
Linux snmp (ax bgp disman etherlike host).oidlib
Linux snmp (framework proxy noti v2).oidlib

Linux snmp (ip net snmp noti ospf rmon smux).oidlib
Linoy shran fsanree ten ned ndnt aidlik

Cancel

6. Choose items for monitoring
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o Home Dewvices Libraries Sensors  &larms

Add Sensor to Device AS-608T-0067 (AS-608) Mindows] [172.16.1.180] (Step 2 of 2)

BASIC SENSOR SETTINGS

Tags snmélihra&sensor X
Priority KERAN

SNMP LIBRARY SPECIFIC

Library CAProgram Files (x86)\PRTG Network
Monitor\snmplibshasustor.oidlib

Library-0IDs

v *MIB Module # Category

v ASUSTOR-DISK-MIB disk: 7

v ASUSTOR-DISK-MIB disk: 7

v ASUSTOR-DISK-MIB disk: 7

v ASUSTOR-DISK-MIB disk: 7

v ASUSTOR-DISK-MIB disk: 7

v ASUSTOR-DISK-MIB volume: 0

v ASUSTOR-DISK-MIB volume: 1

v ASUSTOR-DISK-MIB volume: 0

v ASUSTOR-DISK-MIB volume: 1

- ASIISTNR-NISK-KIR wealiiraa: N

If Walue Changes * Ignore changes

Maps

© Trigger 'change' notification

SCANNING INTERVAL

Reports  Logs

# MName

diskid

disk model

disk type

disk status

disk temperature
volume name
volume name
volume level
volume level

wnliirne statis

Tickets
# \Devices | Local probe « [1st group - ]AS-GOBT-OOG? (A3-608) [Windows] 'Add Sensor (Step 2 of 2)
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Setup

7. You can start monitoring the ASUSTOR NAS status on NMS now!

& Home Devices Libraries Sensors Alarms  Maps
# | Devices | Lacal probe = | 1st aroup » | AS-608T-0067 (A5-608) [Windows] =

Device AS-608T-0067 (AS-608) Windows] = %%«

Reports Logs  Tickets Setup

Overview | [Zdays! [30days| [365davsl [Biarms! [loa ma
Status: Sensors: DNS/IP: Dependency: Default Interval:
oK 1 751 (of 52) 172.16.1.180 FIPING 1 every 60 seconds
PING 1 - 1to520f52 « o
Jox Pos»  Sensor Status Message
m1, asustor hardware/hw free mem up oK
m Flasustor hardware/hw svs temperature Up oK
Ping Tirme m3 Hasustor hardware/hw total mem Up oK
1 msec | ®a asustor hardware/hweputemperature Up oK
= ms,  asustor hardware/hwmodel name  Up AS-608T
" Flasustor system/svs admversion  Up 24.0ADD1
m7 Hasustor system/sys asustorid Up vincenttsena@asustor.com
Mg asustor system/sys bios version Up 12
W, Hlasustor system/sys serial number  Up AX1108014EE0006
M0 Flasustor system/sys time zone Up Taipei
B Hlasustor system/svs uparade available Up The ADM is latest version
M2, Hlasustor system/sys uptime Up eilo
W13 Hasustor system/svssys time up 01/23/2015 14:1
W14, Flasustor ups/ups manufacturer up unknow
W15 Flcpu: Ofcou usaae Up oK
M6 Hlepu:/epuusage Up el
W17 Hepu: 2/cpu usaae Up oK
B18 Flcpu: Yepu usage Up 0K
W10, Fdisk: /disk model Up HGST HDN7240404L E640
=20, 4 disk: 7/disk status Up Healthy
W21 Fdisk: 7/disk termperature up oK
W22 Fldisk: 7fdisk type Up SATA
W23 Edisk: 7fdiskid Up Disk8
" 24, Hfan: 0/fan sneed Un 0K

6 1 & Search,d a

Updated Tickets 1

DEERBnE

Last Auto-Discovery: 1D: 5
Last Execution: 32 minutes ago #2288

o Items: 100
Graph Pricrity.
hw free Q3¢ KRk &
hwsyste 51 kKK
hwtotalt 086 # %%+
hwcputer  67# kK% -

Response 17 msec %%+

Response 18msec ** %+ *
Response 18msec ¥ %%+
Response 17msec ** %+

Response 18msec ¥ %%«
Response 22 msec ** % ¢
Response 561 msec %% +
Response 23 msec ** %+

Response 17 msec %%+
Response 19 msec %%+ +

cpuusag A kRE
cpu usag 118 Kk 120 2
cpu usag A FHE zoso e
cpuusag 34t kK wcomn, I
Response 17msec * %% §giigiegiszacz
Response 17 msec * %% i 73333 Ff33a
disktemy  41# kkks s
i Wajarms %) M Response . (%)

e
Response_17.msec B CPU Losd L. %) B Traffic Index (%)

Response 25 msec ¥ * %+
S50 Kk k-

fan sneec = Fallma & Shars

- Cantact Sunnar > Haln
»
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